Introduction to the dimensions of
digitalisation

Module 3.1:
Introduction to Data
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Faceapp
Cool or dangerous?
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Faceapp
Terms of use (1/2)

“You grant FaceApp a perpetual, irrevocable, nonexclusive, royalty-free,
worldwide, fully-paid, transferable sub-licensable license to use, reproduce,
modify, adapt, publish, translate, create derivative works from, distribute,
publicly perform and display your User Content and any name, username
or likeness provided in connection with your User Content in all media
formats and channels now known or later developed, without compensation
to you. When you post or otherwise share User Content on or through our
Services, you understand that your User Content and any associated
information (such as your [username], location or profile photo) will be
visible to the public.”

“You grant FaceApp consent to use the User Content, regadless of whether
it includes an individual's name, likeness, voice or persona, sufficient to
indicate the individual’s identity. By using the Services, you agree that the
User Content may be used for commercial purposes,”
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Faceapp
Terms of use (2/2)

“FaceApp, its Affiliates, or Service Providers may transfer information that we
collect about you, including personal information across borders and from
your country or jurisdiction to other countries or jurisdictions around the
world. If you are located in the European Union or other regions with laws
governing data collection and use that may differ from U.S. law, please note
that we may transfer information, including personal information, to a country
and jurisdiction that does not have the same data protection laws as your
jurisdiction,” notes ‘how we store your information’ part of privacy policy.

Which risks / threats does a lack of privacy pose?
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Relevant actors

e |Individuals
e Economy
e Governments
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> Better / informed decisions

L d

@ Crzarn. [l Foscy ofcer 4 O siakopoi

(Using new data sources for policymaking, EU 2017)

» Transparency / Accountability

Open Government

Coltabaration



» Digital Divide
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Risks / Challenges

lack of data, quality of data

*Internet use by region, comparing the total number of internet users to the total population
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» Privacy
» Cyber Security
» Manipulation

» Lack of interest to openness



East Asia & Pacific
Regional Global Score (100)
Rank Rank

'y X
0.
1 Korea

5t 81
2 Australia

S5th 81
3 New Zealand

Tth 79

e
4 Japan

8 75

5 Philippines

22nd 55

Table 1: Barometer's fourth edition regional champions with their respective overall rankings and scores.

Europe & Central
Asia
Global  Score (/100)
Rank

0

MNetherlands
Bth 75

Al
uw

Norway
3 74

-

-

Spain
11th 73

Latin America &
Caribbean
Global Score (/100)

Rank

Uruguay
17th 61

Brazil
18th 59

Colombia
241 52

F

Chile
26th 47

Source: 4th Open Data Barometer 2017

Middie East & North

Africa

Global Score (1100)

Rank

el
Israel
28th 46

o

Tunisia
50th 32

UAE

60th 26

Kazakhstan
59th 26

Qatar
T4t 19
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Open Government data

North America

Global  Score (/100)

Rank

()

Canada
2nd 90

Sub-5aharan Africa
Global Score (/100)

Rank

&

Kenya
35t 40

N

>

-
South Africa
461 34

Mauritius
59t 26

¢

Ghana
59t 26

\

Tanzania
67th 22

Open Data Charter principles

» Open by default

» Timely & comprehensive

» Accessible & usable

» Comparable & interoperable

» For improved governance &
citizen engagement

» For inclusive development &
iInnovation

2ot OpenData 73 worL wibe wes
. 0. Barometer ¢ FOUNDATION
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Data from different perspectives
Example: Kenyan Open Data Initiative

LT

‘aENB’A HOME WHOWEARE COUNTYDATA ~ DIGISCHOOL  SUGGEST DATA
‘openData

EXPLORE DATA CATEGORIES

‘ « Multistakeholder
l initiative

* Not only data
collection but
also application
(20+ initiatives
since 2011) and
(political)
actions

 No data updates

; » Lack of legal and

policy
structures



Data for Development
Examples of innotive data use (UN Global Pulse)







Example: Data Innovation for Sustainable =
Development

CASE STUDY:
Measuring poverty from outer space

Source: UNDP (2016)
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Dealing with Data

Helpful Guidance for Policymaker

AN BOOK

INTRODUCTION

WHAT THIS HANDBOOK HAS TOOFTER

¥

DESIGNING
A PROJECT

DEFIGNING RESPOREIELE PROIFCTS

_._@_
MANAGING

DATA

SETTING UP THE TATA INFRASTEUCTURE

what could go wrong?

We don't know much about how data-driven projects can go wrong until they go
terribly wrong. There are strong incentives not to share experiences of responsible
data harm, and those who share stories, especially of dramatic harm, usually don't
wish to be attributed. Nontheless, there are a number case studies described in this
guide that illustrate the breadth of harm that can result from irresponsible data
practices. Here are some broad examples of things that can go wrong:

Individals can be harmed physically, emationally or financially. When personally
identifiable information is leaked in sensitive contexts it can spark
violence, discrimination, or exclusionary policies.

Groups can be harmed without individuals ever being identified, through the
enactment of discriminatory policies on the basis of data, on the basis of percieved
relationships or through subtle social dynamics or engineering.

Project credibility and relationships with local partners and beneficiaries can be
harmed when stakeholders feel as though they are exploited for data without receiving
benefits, or when projects have adverse and unintended consequences.

misconceptions
and common myths

If you are working with data and want to speak about the importance of responsible
data, you may run into a number of recurring ideas that get into the way of moving this
discussion forward - be it within your organization or in your interaction with other
stakeholders, such as donors or beneficiaries of your projects.

Below are a number of those we have encountered so far and would like to address:

it is not my job, the it department has this covered.
Actually, IT staff don't always understand these challenges very well either; they likely
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